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CargoNet provides cargo theft prevention and recovery solutions  

Retention Rate
98.7%

Law Enforcement
Network
120,000+

Net Promoter 
Score (NPS):
87 

Members: 650+
Users: 12,000+

CargoNet Strategies Aid in Cargo Theft Prevention and Recovery

• All Inclusive Cargo Theft Database
• Information Sharing & Collaboration
• Extensive Law Enforcement Network & Communication platform
• Unique Identifiers (Virtual Stolen Cargo Warehouse)
• Timely Intelligence (Thefts, Suspicious Activity, etc.)
• Theft Trend Analytics
• Education & Awareness
• Aiding Legislation Change
• Providing Needed Resources to Law Enforcement

North Carolina League of Transportation and Logistics
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Member Base
CargoNet Members are comprised of:
• Law Enforcement
• Motor Carriers
• Transportation Brokers
• Manufacturers
• Retailers
• Distributors
• Insurance Brokers
• Insurance Companies

Over 650+ Members and Growing…

North Carolina League of Transportation and Logistics
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CargoNet Tools
Includes Access to:
• Real-time Reports

Charts, maps and graphs in 
real time to better identify your 
risks as it relates to cargo theft

• RouteSearch
The ultimate tool to help you 
visualize cargo theft risk along 
your routes.

• AlertSEARCH
Advanced search functionality 
to actionable intelligence to 
help you fight fraud!

• Member Portal
Theft reports, truck stop theft 
location reports, archived webinars,
tips and best practices, member 
discounts, online training and more

North Carolina League of Transportation and Logistics
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Cargo Theft Problem
The FBI defines cargo theft as “The criminal taking of any cargo including, but not limited to, goods, chattels, money, or baggage 
that constitutes, in whole or in part, a commercial shipment of freight moving in commerce, from any pipeline system, railroad 
car, motor truck, or other vehicle, or from any tank or storage facility, station house, platform, or depot, or from any vessel or 
wharf, or from any aircraft, air terminal, airport, aircraft terminal or air navigation facility, or from any intermodal container, 
intermodal chassis, trailer, container freight station, warehouse, freight distribution facility, or freight consolidation facility.

Lack of collaboration and information sharing is fragmented.
The collection and dissemination of cargo theft intelligence data and 
alerts provides and opportunity to share and collaborate.  
Inability to identify appropriate law enforcement contacts
Law enforcement communication platforms create an opportunity to 
develop contacts and most importantly long-term relationships. 
No all-inclusive cargo theft database
A shared repository provides LE a platform to query for suspect cargo
Limited awareness and training
Educate your personnel through best tips/practices, podcasts, video’s, 
reports and analytics.

Cargo Thieves are highly sophisticated and organized
Collection and aggregation of supply chain crime intelligence aids in 
the identification of tactics, patterns and common denominators for 
cargo criminals.
Penalties for cargo thieves are not stringent enough
The utilization of statistics helps lobbyist and government officials 
highlight cargo crime risk at the state level and its impact on its 
economy and inevitably used as leverage to make a case for stringent 
penalties
Victims are hesitant to report thefts: fear of insurance costs 
or brand
Commitment to protect victims' brand and identity encourages timely 
and frequent reporting.

North Carolina League of Transportation and Logistics
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Cargo Theft by the 
Numbers
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2023 Cargo Theft Heat Map
North Carolina League of Transportation and Logistics
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Cargo Theft by Year and Quarter

North Carolina League of Transportation and Logistics
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Total and Average Loss Value
North Carolina League of Transportation and Logistics
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Cargo Theft by Day of the Week

North Carolina League of Transportation and Logistics
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Cargo Theft by Commodity

North Carolina League of Transportation and Logistics
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Cargo Theft by Location Type

North Carolina League of Transportation and Logistics
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Cargo Theft by Incident Type (Top 6)
Date Range: January 1, 2021 – December 31, 2023

North Carolina League of Transportation and Logistics
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State Breakdowns
- North Carolina
- South Carolina
- Tennessee
- Virginia
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Cargo Theft by State: NC, SC, TN, and VA
January 1, 2019 – December 31, 2023

North Carolina League of Transportation and Logistics



18©Verisk Analytics, Inc. All rights reserved.

Cargo Theft by State: North Carolina
January 1, 2019 – December 31, 2023
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Cargo Theft by State: South Carolina
January 1, 2019 – December 31, 2023

North Carolina League of Transportation and Logistics
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Cargo Theft by State: Virginia
January 1, 2019 – December 31, 2023

North Carolina League of Transportation and Logistics
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Cargo Theft by State: Tennessee
January 1, 2019 – December 31, 2023

North Carolina League of Transportation and Logistics
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Route Analysis 
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Automated, Industry-specific Crime Mapping and Route Analysis
• CargoNet’s RouteSEARCH tool functions as a route-risk and crime mapping tool for cargo theft 

and trucking vehicle theft.

North Carolina League of Transportation and Logistics
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Types of Supply Chain 
Crime and Criminal 
Methods of Operation 

25
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Theft types 

Full Truckload Theft (FTL)
• Sophisticated groups 
• US based
• Global threat

Pilferage Crews
• Local to theft location (<500 miles)
• Targeted loads and potluck 

Theft by Conversion
• Driver picks up and doesn’t deliver
• Driver give-up for drugs
• Driver holds load hostage

Internet (load board) Crimes Theft by Deception
• Fictitious pick ups
• Diverted load 
• Co-partnered 
• Strategic thefts

North Carolina League of Transportation and Logistics
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Traditional Cargo Theft
North Carolina League of Transportation and Logistics
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Altered Bill of Lading
North Carolina League of Transportation and Logistics
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Altered Fifth Wheel
North Carolina League of Transportation and Logistics
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Tools of the Trade
North Carolina League of Transportation and Logistics
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Carrier’s logo painted over

Painted Trailer
North Carolina League of Transportation and Logistics
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Disguising Equipment
• Do not load vehicles with obvious attempts to disguise information that 

may be more permanently printed or affixed

North Carolina League of Transportation and Logistics
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Pilferages – Trailer Burglaries

Pilferage refers to a burglary to a loaded conveyance and 
theft of some, but not all, product.

Most commonly, this is used to refer to a trailer or 
intermodal container that was broken into and had some 
product taken.

Pictured: Strategic cut in the hasp allows entry into the 
trailer while keeping the padlock intact

North Carolina League of Transportation and Logistics
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Fictitious Pick Ups
and Fraud
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Common Modus Operandi
Fictitious Pickup / Strategic Cargo Theft

• Subjects will pose as a legitimate motor carrier, obtain a shipment, and never deliver it. Theft by deception.

• Subjects show up at the shipper themselves and pick up the shipment. Often, but not always, disguise their identities 
with stolen license plates, fraudulent identifications, etc.

• Shipment redirection/misdirection - Once they have a shipment to pickup, pose as a legitimate logistics company and 
re-tender the shipment to another motor carrier. Motor carrier is advised it is a “blind shipment” and they will send the 
real Bill of Lading (BOL) after pickup. Real BOL has another delivery address on it, often a storage unit or crossdock. 
This prevents associates with knowledge of the scheme from having to show up at the shipper where there are 
witnesses, video surveillance, etc.

Fraud
• Fuel Advance / Quick Pay Fraud – Subjects pose as a motor carrier and obtain a shipment from a logistics broker. Once 

the shipment has been picked up, subjects will:
• Request an advance, electronically receive 30% of the rate and sever connection with the logistics broker and motor 

carrier. 
• Purchase Order / Stolen CC Fraud – Subjects pose as a customer and obtain a partial / full truckload of goods using a 

postpaid invoice terms or a stolen credit card. Subjects will then approach a logistics broker and pay to have a truck 
transport the shipment to a location they control, most likely using a fictitious identity and stolen credit card. 

North Carolina League of Transportation and Logistics
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2023 Cargo Theft by Strategic Theft
Date Range: January 1, 2021 – December 31, 2023

North Carolina League of Transportation and Logistics
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The Role of Crossdocks in Shipment Misdirection Schemes

• Current shipment misdirection schemes usually launder the shipment through one or 
more temporary storage locations.

• Temporary storage locations are most often public crossdocks that advertise storage 
and pallet re-work services. 

• There’s been efforts to source “private” storage spots through word-of-mouth 
connections. 

North Carolina League of Transportation and Logistics
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What is Typosquatting?

It involves taking a victim site, for example, example-trucking.com and registering a domain that usually exploits 
one of the following:

1. A common misspelling (ex: exemple-trucking.com) or foreign-language spelling

2. A misspelling based on typos (exampletrucking.com, exampletrucing.com)

3. A different phrasing: examples-trucking.com, examples-logistics.com

4. A different TLD or vanity TLD: example-trucking.net or example-trucking.website. 

5. An abuse of a country code TLD: example-trucking.om, example-trucking.cm, example-trucking.co. 

North Carolina League of Transportation and Logistics
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Example WHOIS Query
1. Does the domain registration date 

make sense for the business? 
2. Updated Date – date/time the whois 

info last changed. 
3. Reseller – this indicates the domain 

registrar was, in this case 
domrobot.com, but was purchased 
through INWX Inc.

North Carolina League of Transportation and Logistics
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VOIP

VoIP services convert your voice into a digital signal that travels over the Internet. 

In addition, wireless "hot spots" in locations such as airports, parks, and cafes allow you to connect 
to the Internet and may enable you to use VoIP service wirelessly.

These services tend to rely on a backbone provider like Bandwidth.com or Onvoy that they then 
build features on top of. 

North Carolina League of Transportation and Logistics
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Common VOIP Apps
North Carolina League of Transportation and Logistics



42©Verisk Analytics, Inc. All rights reserved.

Phone Number Lookup

Private industry can use a phone number line intelligence tool to identify information about the phone number. 
Here’s a sample return for 201-268-3212 which returns a bit more than “Bandwidth.com”. 

 

North Carolina League of Transportation and Logistics
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Phone Number Lookup

Phone Number Intelligence Services

- Twilio Lookup
- Telnyx Lookup
- Bandwidth.com Phone Number Lookup API
- Abstractapi.com Phone Number Validation and Verification API

 

North Carolina League of Transportation and Logistics



44©Verisk Analytics, Inc. All rights reserved.

CargoNet’s AlertSEARCH
Advanced Search Functionality to Actionable Intelligence Helps You Fight Fraud!

AlertSEARCH provides advanced 
search functionality to actionable 
intelligence within the CargoNet 
database. AlertSEARCH allows 
CargoNet members you to search 
CargoNet's extensive archive of 
alerts by:

• Suspect’s Name
• Phone Number
• Email Address
• Motor Carrier Number
• Commodity Type
• Location Type
• Much More…

North Carolina League of Transportation and Logistics
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Law Enforcement 
Collaboration & Case 
Study
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Law Enforcement Collaboration
Importance of Law Enforcement Relationships

North Carolina League of Transportation and Logistics
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Tips & Best Practices
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A Phone Number is Not An Identity
The advent of Two Factor Authentication (2FA) has pushed the idea that a phone 
number is both “lock and key” to authenticating a person or company. 

•SMS password resets or login passcodes make it possible for anyone with your 
phone number to authenticate as you.
•SIM swap attacks make it possible for attackers to take over your phone 
number, make calls as you, and receive your messages. 

Most of the scams and fictitious pickups we see would have been prevented if 
only the victim did not treat a phone number as a form of identity or 
authentication.

North Carolina League of Transportation and Logistics
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A Phone Number is Not An Identity

Phone service providers do not authenticate 
caller ID.

It is possible, and common, to spoof caller ID 
in a social engineering or identity theft 
scheme. These are widely known/used tactics 
for fraud in other industries that haven’t yet 
become mainstream in supply chain fraud. 

North Carolina League of Transportation and Logistics



51©Verisk Analytics, Inc. All rights reserved.

Mail.com Professional Aliases

Don’t be tricked by professional-looking domains offered by the free 
service mail.com

The free service mail.com allows you to register an address with a 
professional sounding domain like insurer.com, accountant.com that 
scammers have leveraged to deceive victims. 

A list of 16,347 free email domains is available at 
https://gist.github.com/okutbay/5b4974b70673dfdcc21c517632c1f984.

North Carolina League of Transportation and Logistics
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Fraudulent Driver’s Licenses
• Most commonly these will be submitted during the handshake 

between a carrier/broker or when a driver is picking up a 
shipment. 

• There are commercial services to help validate the 
authenticity of identity documents, but some basic due 
diligence can catch poorly made documents. 

Basic tips
- Does the address exist? Can you locate a person by that 

name at that address?

- Are there misspellings or inconsistencies (learn if the state 
abbreviates hair/eye color as BRO or BRN, as an example)?

- Note PA CDL:

- top-right, “Dups:” is spelled “Dope:”

- “Endorse:” is spelled “Endors”
- Obvious differences in font styles, such as in the Nevada ID 

card. Or photoshopping effect as in the Illinois DL. 

North Carolina League of Transportation and Logistics
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Example Fraudulent Certificate of Insurance
North Carolina League of Transportation and Logistics
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Errors & Concerns
• Great West Casualty Co is an insurer and not a producer/agent. 

Learn about the difference. It is rare for an insurer to be both – you 
may see on Progressive, but Progressive uses their own COI and not 
an Acord form. 

• “Date” should be the date you requested a copy.

• Most insurance producers will have a professional email domain – in 
any case, you should be able to search their phone or email on the 
Acord COI and get their business to show up.

• Never trust a phone or email written down – always search the 
business and verify information before contacting.

• Most or all states license insurance producers and make their 
information accessible. You can find a master list of state 
lookups at https://sbs.naic.org/solar-external-lookup/.

• Best practice: request an Acord COI directly from the producer 
and confirm the policies are in good standing with the producer 
prior to doing business.

• Not common to see the same insurer listed as “A” and “B”. Most 
producers would only list once. 

• No NAIC codes listed – lookup at 
https://content.naic.org/cis_consumer_information.htm. 

North Carolina League of Transportation and Logistics
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Errors & Concerns
• Insurer letter can be matched to the letter under “Insurers 

Affording Coverage”. Whenever there is a type of insurance, 
there should be a letter, policy number, effective and 
expiration date and policy limits. 

• Anyone can lookup a carrier’s bodily injury / physical 
damage (BIPD) coverage on SAFER. Scammers will access 
this information and use it to fill in an Acord COI, but not 
every business has the same insurer for each kind of 
coverage.

• Certificate holder – should be your business, not theirs, not 
“sample”, not “to whom it may concern”. 

• If there are VINs in the scheduled vehicle section, run 
through a decoder and verify the check digit is correct. If 
incorrect, investigate further. It may be an innocent mistake 
but could cause coverage issues if something were to 
happen. It could also be an attempt to legitimize a fraudulent 
COI.

North Carolina League of Transportation and Logistics
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Questions?
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Thank You

Contact Us!
www.cargonet.com
info@cargonet.com
1.888.595.CNET (2638)

Christian Guarnizo
Crime Intelligence Analyst
cguarnizo@verisk.com
+1.201.268.5293

http://www.cargonet.com/
mailto:info@cargonet.com
mailto:cguarnizo@verisk.com
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